MANAGE THE RISKS
OF THE CLOUD

BENEFITS & RISKS

Cloud security is the procedures and L
technology that secure cloud computing

against cybersecurity threats both

internally and externally. Cloud computing

For scalability, efficiency

and cost reductions

. . . [
is essentlall for bu§|nesses that Wan.t to Less carbon footprint by
accelerate innovation and collaboration. getting only the amount of
Best practices are designed to prevent resources they need
unauthorized access and are required o
to keep data and applications in the
cloud secure from current and emerging Employers need to
. educate employees
cybersecurity threats. on security,
encrypt data, limit
. access control,
Cloud categories: and test security
. o measures.
e Public cloud services, operated !
by a public cloud provider
e Private cloud services, operated
by a public cloud provider
e Private cloud services, operated - P
by internal staff
e Hybrid cloud services —
e Assurance over cloud risks is a top 2
priority for IT auditors. 7
SGS offers solutions in certification for SOLUTIONS
ISO 27017 & 27018, and 2nd party audit
q v chain i 'k party ' 1S0 27017 & 27018 2nd party audit
and supply chain risk management. certifications designed for cloud a vendor audit program to independently
computing organizations assess compliance across the supply
chain
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Opens the organization to
significant vulnerabilities,
such as data loss, data
breaches and outages or
service disruptions.

At least 95% of cloud
security failures are
the customer’s fault

www.sgs.com/linkedin

Some of the most
common cloud
security risks include:

¢ Violation of
regulatory controls

e Account hijacking
e Insider threats
¢ Cryptojacking

® Benefit
@® Risk

Supply Chain Risk Management

a comprehensive supply chain
management service that can save
time and money
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